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How to restore TissueGnostics files from Windows defender
quarantine

In order to remove protection files from Windows defender quarantine please consult below information.

Note: This guide applies to blocked and quarantined items by Windows Defender Antivirus (v. 1.341.196.0) as a
consequence of a Windows Update process. File(s) used by TissueGnostics software, specifically TissueFAXS.

Update history
v Feature Updates (3)

Feature update to Windows 10, version 21H1

Figure 1

Security intelligence

Microsoft Defender Antivirus uses security intelligence to detect threats.
We try to automatically download the most recent intelligence to protect
your device against the newest threats. You can also manually check for
updates.

Security intelligence version: 1.341.196.0
Version created on:
Last update:

Check for updates

Figure 2

Getting below error message does not imply that the error is generated by Windows Defender Antivirus. Following
next steps will help you rule out the possible cause (Windows Defender Antivirus) of this issue.
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1. When starting TissueFAXS software a warning message is displayed:

Figure 3

2. GoTo “Virus & threat protection” center of Windows. Press Start button and start typing “threat”. Click on
first suggestion, “Virus & threat protection”, System settings.

All Apps Documents Web More w

Best match

mi Virus & threat protection

4 System settings ‘ '

Search the web

Virus & threat protection
L threa - sse web results > System settings
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Figure 4
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Once you get to “Virus & threat protection”, locate and click on “Manage Settings”.
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Windows Security

Home

Virus & threat protection
Account protection

Firewall & network protection
App & browser control
Device security

Device performance & health

Family options

O Virus & threat protection

Pratection for your device against threats.

XQ Current threats

Mo current threats.

Last scan; 02/06/2021 14:06 (quick scan)
0 threats found.

Scan lasted 1 minutes 1 seconds

41862 files scanned.

Quick scan

Scan optlions
Allowed threats

Protection history

% \lirus & threat protection settings

Mo action needed.
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Figure 5
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4. Goon and click on “Add or remove exclusions”.

R Account protection

% Firewall & network protection
B App & browser control

8 Device security

% Device performance & health
sh

Family options

3 Settings

Tamper Protection

Prevents athers from tampering with important security features,

@ on

Leam more

Controlled folder access

Protect files, folders and memory areas on your device from unauthorised
changes by uniriendly apps

Manage Controlled folder access

Exclusions

Microsoft Defender Antivirus won't scan items that you've excluded.
Excluded items could contain threats that make your device vulnerable,

| Add or remove exclusions l

MNotifications

Microsoft Defender Antianus will send notifications with critical
information about the heaith and security of your device, You can specify
which non-critical notifications you would like.

Change notification settings

Figure 6
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5. Click on “+ Add an exclusion” and further select the option of “Folder”.

Windows Security
Exclusions
Add or remove items that you want to exclude from Microsoft Defender
anti-Virus scans.

® Home

| 0 Virus & threat protection

A Motk st [+ Add an exclusio 'uj

b Firewall & network protection

.. File

C\Pro :
B App & browser control Fcld
8 Device security  Filetype

CAProg
% Device performance & health Folder  Process
st Family options

Figure 7

6. A new window pops-up. Select “TissueGnostics” folder and press “Select Folder”.

Select Folder
= * F Go * ThisPC » Windows (£ *» (¥ ] Search Windows {C
Ceganise = MNew folder = -
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Program Files
Program Files (x86)
o CneDrive SWsetp
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Figure 8
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Your correct previous action should be confirmed by listing the location of TissueGnostics folder as

displayed below:

Windows Security

=
@ Home
) Wirus & threat protection

X

Account protection

41 Firewall & network protection
App & browser control
Device security

Device performance & health

@ b O

Family options

Exclusions

Add or remove items that you want to exclude from Microsoft Defender
anti-Virus scans,

-+ Add an exciusion

CATissueGnostics
Folder

Figure 9
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| O Virus & threat pmtec{\onj
R Account protection
(‘\’) Firewall & network protection
= App & browser control
B Device security
& Device performance & health
&k Family options
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O Virus & threat protection

Protection for your device against threats.

Kaspersky Internet Security

Actions recommended for scans and protection settings.

Protection updates
® No actions needed.

Open app

2 Current threats

No current threats.
Last scan:

Scan lasted 2 minutes 40 seconds
11475 files scanned.

Quick scan

Scan options
Allowed threats

Protection history

% Virus & threat protection settings

MNo action needed.

Manage settings

Figure 10

Go back to “Virus & threat protection” by clicking on the left side bar of the window.

Windows Community videos

Learn more about Virus 8 threat
protection

Have a question?

Get help

Wheo's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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Locate and Go To “Protection history”.

Windows Security
&
m Home

| O Virus & threat protection
8 Account protection
) Firewall & network protection
B3 App & browser control
£ Device security
% Device performance & health
dh

Family options
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O Virus & threat protection

Protection for your device against threats.

9 Current threats

Mo current threats.

Last scan: 02/06/2021 14:06 (quick scan)
0 threats found.

Scan lasted 1 minutes 1 seconds

41862 files scanned.

Quick scan

Scan options

Allowed threats

Protection history

% Virus & threat protection settings

No action needed.

Figure 11
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Windows Security

it Home

O Virus & threat protection

,Q Account protection

) Firewall & network protection
E  App & browser control
Device security

Device performance & health

@ @

Family options
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10. Click on “Filters” -> “Quarantined Items”.

© Protection history

View the latest protection actions and recommendations from Windows

Security.

Filtered by: Blocked items

Clear filters

No recent actions )
Recommendations.

Quarantined ltems

Cleaned items
Blocked actions >

Severity >

Figure 12

Have a question?
Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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11. The list is populated with different detected objects that have been quarantined by Windows Defender

Antivirus.

Windaws Security

fat  Home

O Virus & threat protection

R Account protection

&) Firewall & network protection
1 App & browser control

LB Device security

&7 Device performance & health
dh

Family options

X Protection history

View the latest protection actions and recommendations from Windows
Security.

Filtered by: Quarantined Items, Blocked items Filters v/

Threat guarantined
Jun-2105:23

Severe

Figure 13

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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12. Expand the threat description and confirm the name of the threat, being one of TissueFAXS files, inside the
installation folder.

Windows Security = [m] X
& : .
© Protection history
o View the latest protection actions and recommendations from Windaws Have a question?
A el Security. Get help

Filtered by: Quarantined ltems, Blocked items

Filters

O Virus & threat protection

a Help improve Windows Security
Account protection -
O Threat quarantined Give- s eedbark

) Firewall & network protection

B App & browser control R AT Change your privacy settings
. Status: Quarantined View and change privacy settings
& Device security Quarantined files are in a restricted area where they can't harm your device. for your Windows 10 device.
They will be removed automatically.
P Device performance & health Privacy settings
Date: £ :
B Family options Details: This program is dangerous and executes commands from an Privaeyceehibasyd
attacker. Privacy Statement

Affected items:
file: CATissueGnostics) TissueFAXSY
TissueFAXS 7.0.6245.134 Bin Obfuscated\tkmgricexe

process: pid: ! ProcessStart”
Learn more

Actions

Figure 14

13. Click on “Actions” and “Restore”. This will unblock and restore the file to its location while an exclusion rule
of scanning has been added to the location. In the future, this should not be blocked and quarantined again.

Windows Security - a b8
e . .

Q Protection history

View the latest protection actions and recommendations from Windows Have a question?
e Security. Gut el

Filtered by: Quarantined ltems, Blocked items -
O Virus & threat protection ¥ Filters

Help improve Windows Security
R Account protection -
Threat quarantined Give us feedback
- Severe
) Firewall & network protection 03-Jun-2105:23
B App & browser control Detected: TroganWinaoVigortA Change your privacy settings
o o 3 Status: Quarantined View and change privacy settings
SHine Securty Quarantined files are in a restricted area where they can't harm your device, for your Windows 10 device.
They will be removed automatically.
%7 Device performance & health Privacy settings
Dater 03-Jun-21 05:24 Privacy dashboard
2 [ 5 ¢

B Family opticns Details: This program is dangerous and executes commands from an

attacker. Privacy Statement

Affected items:

file: C\TissueGnostics\TissueFAXS\TissueFAXS 7.0.6245.134 Bin
Obfuscated\TissueFAXS 7.0.6245.134 Bin Obfuscated\tkmgrk.exe

process: pid:2672 ProcessStart132671190404906169

Learn mare

Remove

Figure 15
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14. Start TissueFAXS. Everything should run normally now.



